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[bookmark: _Toc360198952]1.0 Introduction
This document’s purpose is to provide key information regarding the integration points between Accenture’s Identity Provider SAML connection component and a third party Service Provider (Resource Partner).

[bookmark: _Toc360198953]2.0 SAML 2.0 – SSO Configuration
The SAML 2.0 protocol allows for two ways for an end user to initiate the login process: 
· SP-initated (Service Provider initiated): meaning the end user first browses to the third party Service Provider’s web application URL. If the user is not yet authenticated, the Service provider would create an AuthnRequest to the Identity Provider (IdP), in this case Accenture.
· IdP initiated (Identity Provider initiated): meaning the end user first browses to the Accenture Identity Provider’s login URL. The user will submit their login credentials and the IdP will then redirect the user to the Service Provider’s endpoint URL.
Note: For the SP-initiated use case, if the Service Provider chooses to sign the AuthnRequest, they will need to share their signing certificate’s public key with Accenture for the initial configuration (this is so Accenture can verify the signature on the AuthnRequest).
Note: For the IDP-initiated use case, Accenture’s SSO system does not currently support RelayState in the IDP-initiated login scenario so if you require RelayState please use SP-initiated login instead.
     The Accenture team generally expects the SP-initiated login method to be used by default. If the Service Provider wishes to use the IdP-initiated method, they should communicate this to the Accenture team during the initial integration process to ensure both parties are aware of this.

[bookmark: _Toc360198954]3.0 Service Provider (SP) Integration Details
In order to start the integration with Accenture, you will need to provide the following details to your Accenture application team contact (the Accenture app team will then provide these details to the CIO Security Integration team via a “Federation Form”).
Required information for each environment the Service Provider wants to integrate with Accenture (integrations typically require both Staging and Production integrations):

	Federation Service URL
(Partner Endpoint URL)
	<Please provide the endpoint URL where you want Accenture to send the authenticated user SAML token>

	Federation Service URI
(Partner URI)
	<Please provide the URI, EntityID (unique identifier) for your Federation Service.>

Note: It is preferred that this value contains the vendor name (not Accenture’s) since this is supposed to be a unique identifier for the vendor system. Acceptable formats include URNs (like urn:federation:vendorABC) or URLs (https:// sso.vendordomain.com).

	SAML 2.0 Protocol Binding:
· POST
· Artifact
	<Please indicate which SAML protocol binding you wish to use: POST or Artifact >

	Name ID claim format & value
	<Format: If you want Accenture to provide a certain NameID claim format, please indicate that here, otherwise we will use the following format as a default: urn:oasis:names:tc:SAML:1.1:nameid-format:string
Value: The default value will be User Principal Name, please indicate if you wish to use something else (sample value: EnterpriseID@accenture.com, john.c.doe@accenture.com)>

	Additional claims/assertions you require
	<Format: If you want Accenture to provide additional claims in a specific format, please indicate that here, otherwise we will use the following format as a default: urn:oasis:names:tc:SAML:2.0:attrname-format:basic

Available claims you may choose from:
https://federation-sts.accenture.com/schemas/claims/1/careertrackcode
https://federation-sts.accenture.com/schemas/claims/1/careertrackdescription
http://schemas.xmlsoap.org/claims/CommonName
https://federation-sts.accenture.com/schemas/claims/1/companydescription
https://federation-sts.accenture.com/schemas/claims/1/countrycode
https://federation-sts.accenture.com/schemas/claims/1/countrydescription
https://federation-sts.accenture.com/schemas/claims/1/displayname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress
https://federation-sts.accenture.com/schemas/claims/1/enterpriseid
https://federation-sts.accenture.com/schemas/claims/1/geographicunit
https://federation-sts.accenture.com/schemas/claims/1/geographicunitcode
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname
https://federation-sts.accenture.com/schemas/claims/1/middleinitial
https://federation-sts.accenture.com/schemas/claims/1/jobfamilydescription
https://federation-sts.accenture.com/schemas/claims/1/location
https://federation-sts.accenture.com/schemas/claims/1/memberof
https://federation-sts.accenture.com/schemas/claims/1/metrocity
https://federation-sts.accenture.com/schemas/claims/1/msexchimaddress
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier
https://federation-sts.accenture.com/schemas/claims/1/nonaccenturenumber
https://federation-sts.accenture.com/schemas/claims/1/peoplekey
https://federation-sts.accenture.com/schemas/claims/1/personnelnumber
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname
https://federation-sts.accenture.com/schemas/claims/1/telephonenumber
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn
*additional claims may be available upon request
**for sample claim values please refer to Appendix A >

	Signing certificate public key
	<If your federation service will sign the AuthnRequest, please provide your signing certificate’s public key>

	Metadata file or URL
	<Please provide the metadata file or URL for the environment you want to integrate with Accenture>

	Application URL
(If doing SP-Initiated login)
	<Please provide the Application URL (hosted on your side), which an end user can access to initiate the login process for your application>








[bookmark: _Toc360198955]4.0 Accenture (IdP) Integration Details
The following section contains the integration details for both the Accenture Staging and Accenture Production environments.

[bookmark: _Toc360198956]Accenture Staging (Development/Staging)
	Federation Service URL
(for both POST and Artifact)
	https://federation-sts-stage.accenture.com/adfs/ls/

	Federation Service URI (EntityID)
	urn:federation:accenture:stage

	Federation Service Metadata URL
	https://federation-sts-stage.accenture.com/FederationMetadata/2007-06/FederationMetadata.xml

	Token Signing Certificate Public Key
	-----BEGIN CERTIFICATE----------END CERTIFICATE-----









[bookmark: _Toc360198957]Accenture Production
Note: Accenture’s CIO Security Integration team recommends completing a successful Staging integration before starting a Production integration.
	Federation Service URL
(for both POST and Artifact)
	https://federation-sts.accenture.com/adfs/ls/

	Federation Service URI (EntityID)
	urn:federation:accenture

	Federation Service Metadata URL
	https://federation-sts.accenture.com/FederationMetadata/2007-06/FederationMetadata.xml

	Token Signing Certificate Public Key
	-----BEGIN CERTIFICATE-----[bookmark: _GoBack]-----END CERTIFICATE-----












[bookmark: _Toc360198958]5.0 Appendix A: Example Claims
This table contains sample dummy data for the types of claims (assertions) that Accenture can provide about our authenticated users.

	Claim Name
	Sample Employee
	Sample Contractor

	CommonName
	john.m.doe
	john.a.smith

	companydescription
	Accenture LLP
	Accenture LLP

	countrycode
	US
	US

	countrydescription
	USA
	USA

	displayname
	Doe, John
	Smith, John

	emailaddress
	john.m.doe@accenture.com
	john.a.smith@accenture.com

	enterpriseid
	john.m.doe
	john.a.smith

	geographicunit
	United States
	United States

	geographicunitcode
	USA
	USA

	givenname
	John
	John

	middleinitial
	M.
	A.

	jobfamilydescription
	Analyst
	Analyst

	location
	Chicago GS 180 LaSalle
	Chicago GS 161 Clark St

	memberof
	CIO.Security.Integration
	CIO.Security.Contractors

	metrocity
	CI
	CI

	name
	john.m.doe
	john.a.smith

	nonaccenturenumber
	NA
	N0559019

	peoplekey
	840576
	840577

	personnelnumber
	10806211
	NA

	surname
	Doe
	Smith

	telephonenumber
	+1 312-013-5430
	+1 312-013-5431

	upn
	john.m.doe@accenture.com
	john.a.smith@accenture.com
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